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ABSTRACT

An avalanche of medical data is starting to be build up. With the digitalisation of medicine and
novel approaches such as the omics technologies, we are conquering ever bigger data spaces to
be used to describe pathophysiology of diseases, define biomarkers for diagnostic purposes or
identify novel drug targets. Utilising this growing lake of medical data will only be possible, if we
make use of machine learning, in particular artificial intelligence (Al)-based algorithms. While the
technological developments and chances of the data and information sciences are enormous, the
use of Al in medicine also bears challenges and many of the current information technologies (IT)
do not follow established medical traditions of mentoring, learning together, sharing insights,
while preserving patient’s data privacy by patient physician privilege. Other challenges to the
medical sector are demands from the scientific community such as “Open Science”, “Open Data”,
“Open Access” principles. A major question to be solved is how to guide technological develop-
ments in the IT sector to serve well-established medical traditions and processes, yet allow
medicine to benefit from the many advantages of state-of-the-art IT. Here, | provide the Swarm
Learning (SL) principle as a conceptual framework designed to foster medical standards, pro-
cesses and traditions. A major difference to current IT solutions is the inherent property of SL to
appreciate and acknowledge existing regulations in medicine that have been proven beneficial
for patients and medical personal alike for centuries.
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Introduction how computer-assisted systems will be efficiently devel-

In 2019, Rajkomar and colleagues started an article in the ~ oped, also considering today's legal frameworks. For exam-

New England Journal of Medicine by describing the history
of a melanoma patient as it could occur nowadays every-
where in the world, before they introduce their view on
machine learning in medicine [1]. They end their article
with the same case, but in a future scenario that is based on
a very efficient use of medical data and AI solutions. The
changes required to get from today’s limitations and delays
in diagnostics and therapy to their future vision are huge
and include complete access to all medical data in the
world, the integration of different data sources in different
institutions, and the development and use of computer-
assisted diagnosis and therapy suggestions. In this ideal
world, different institutions have to work hand-in-hand
in a digital form and computer-based models must be
established that can provide insights from the ever-
increasing medical data space [2]. While the necessary
organisational changes due to digitalisation are likely to
occur at every institution, it requires more thought about

ple, European regulations such as the General Data
Protection Regulation (GDPR), which protects data priv-
acy, are not only valid within the member states of the
European Union but worldwide and they have a significant
impact on how we actually develop Al for medicine [3,4].

At the same time, the ever-increasing avalanche of
medical data ranging from clinical data to imaging
data, but also conquering new data spaces such as the
omics data, requires methods that allow to look at these
data in a concerted fashion. Considering the strictly
decentralised production of medical data requires
further thoughts about data logistics. What is the
most sustainable and environmentally protective way
forward to store and compute medical data? Certainly
not by data duplication and significant moving of data,
particularly, when it comes to large primary data in
medicine. As a consequence, concepts suggesting cen-
tralisation of data that are mainly produced in
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a decentralised fashion do not really seem to be
sustainable.

Another important aspect during the transformation
process from today’s daily practice to what has been
envisioned by Rajkomar and others is the role of Al
and the physicians [1]. There is no doubt anymore that
we need Al to make sense of the enormous data at our
disposal, because it will be critical for physicians to
base their decision-making process on state-of-the-art
knowledge and information [5]. Such information can
only be extracted from these large data with the help of
AT [6]. Whether it might have even legal implications
in the future, if physicians make decisions without
utilising Al-based knowledge and information, requires
further research. But even if not considering legal
issues, it is every physician’s duty to treat patients to
the best of one’s own knowledge, and if basically every
medical data in the world would be somehow accessi-
ble, available and interpretable by Al, there would be
no way around the use of Al-based diagnostics and
therapy decision-making.

In this perspective, I intend to develop a conceptual
framework that could unite medical concepts with very
long tradition with technical developments from the IT
sector as a prerequisite for building the cornerstones
that are required to build the scenarios that have been
laid out before [1].

Al - Structural Aspects, from Local to Swarm

Al applications require large enough data to train
models with sufficient robustness [7] and appropriate
algorithms [8]. If sufficient data are available, AI mod-
els can be trained locally. However, since medicine is
inherently decentralised and medical data are usually
stored and handled at the production sites (for exam-
ple, imaging data at a regional hospital), the locally
available data for any kind of medical problem are
usually insufficient for optimally training AlI-based
models [1,9].

Similar to other areas with large data, a technical
solution to this problem was proposed by the IT sector,
namely the centralisation of data from different places
[10] often referred to as cloud storage and cloud com-
putation. Initially, the concept was intriguing, since it
solved the technical problems concerning the lack of
sufficiently large data for AI applications. Once data —
generated in a decentralised fashion - were moved
towards a central storage, much more data would be
available to train AI models. However, data centralisa-
tion comes with disadvantages. These include data
duplication and increase of storage space needed,
increased data traffic as well as increasing concerns

about security, data privacy and confidentiality, and
even data ownership. Moreover, it can lead to data
monopolies, if sufficiently large amounts of data in
any given domain are now stored centrally under the
control of a single entity [7]. Furthermore, data dupli-
cation and data trafficking increase the carbon foot-
print and are not an environmentally friendly and
sustainable IT solution [11].

As the disadvantages started to outweigh the initial
advantages, alternative solutions were sought.
A concept that was put forward by several of the
major players in big data computation was called fed-
erated learning. In this setting, the data are indeed kept
locally thereby reducing data duplication and data traf-
fic [7,12]. Federated learning also addressed concerns
recently raised for central computing models, such as
confidentiality issues [13]. However, the concept of
federated learning still requires a central entity hand-
ling the model parameters and thereby still concentrat-
ing power centrally. Moreover, since parameters are
handled centrally, federated learning systems usually
have a star-shaped architecture which clearly decreases
fault tolerance. While federated learning addresses
many important disadvantages of central and local Al
solutions and is therefore a major area of research and
development, it still harbours disadvantages that
require further attention, particularly in medicine.

Before introducing the technical solution addressing
most if not all disadvantages of local, central and fed-
erated learning models, let me conceptualise the
requirements the medical domain would have for the
technical solution providing AI to the highest stan-
dards. Such solution 1) would have to keep large med-
ical data locally, completely decentralised and with the
data owner to ensure that local data privacy regulations
apply. 2) It would guarantee that raw data are not
exchanged or stored on central cloud solutions and as
a consequence also reduce data traffic. 3) It would
provide a data infrastructure that provide the highest
level of data security, confidentiality and privacy. 4) It
would enable secure, fair and transparent onboarding
of new members. 5) It would dismiss any central cus-
todian as in federated learning to avoid any data or
analysis monopoly. 6) All members of such a network
would follow rules and regulations agreed on before
any Al is started, such rules would be regulated by
smart electronic contracts in a democratic fashion
and with equal right for all members. 7) Lastly, the
solution would have to protect the AI models from any
attacks.

Based on these requirements, and in cooperation
with a commercial IT provider (Hewlett Partner
Enterprise, HPE), we have developed a technical



solution that can fulfil these criteria and together we
tested the technical solution in medical use cases
including chest x-rays as an example for commonly
generated clinical data as well as blood transcriptomes,
a very rich data space that we envision to become
a very important data space for future medical applica-
tions. This solution was termed Swarm Learning as the
idea of this Al concept is equality among participating
partners as it is observed for members in a natural
occurring swarm. We hypothesised that such structure
would overcome most of the shortcomings of today’s
solutions, it would perfectly fit to the inherently decen-
tral data structures in medicine and it would accom-
modate data security and privacy regulations as they
apply to medical data. Swarm Learning builds on
decentralised hardware infrastructure at the institu-
tions where the data are generated, it contains standar-
dised Al engines in container format that are easily to
be installed on existing hardware infrastructures, it
harbours a so-called permissioned blockchain, which
is required for the smart electronic contract, the
onboarding of members and during the dynamic pro-
cess of electing leaders among the swarm members
during the learning processes for each learning round.
To ensure these processes to work seamlessly, Swarm
Learning contains a special Swarm Learning library
(SLL). Collectively, Swarm Learning is built around
the concept to maximise trust and transparency in the
development and application of Al-solutions for major
medical questions.

How Can Swarm Learning Be Applied to
Medical Research?

To test, whether the Swarm Learning concept is truly
applicable to medicine, we defined several use cases
and determined the performance of Swarm Learning
in comparison to local and central AI models [14].
Starting with a large blood transcriptome dataset with
more than 12,000 patient samples, we could clearly
demonstrate that AI models trained in a Swarm
Learning setting outperformed local models and
where at par with central models, which would already
strongly argue against further development of central
models [14]. Furthermore, simulating different forms
of bias, Swarm Learning could even outperform central
models. To extend these promising results, we then
went ahead and connected blood transcriptome data
from patients with tuberculosis by Swarm Learning and
clearly illustrated that the classifiers for tuberculosis or
latent tuberculosis derived by Swarm Learning always
outperformed local models and performed even better
than central models. With these two use cases in mind
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we asked, whether it would be even possible to identify
patients with COVID-19 disease based on blood tran-
scriptomes in a Swarm setting. One could imagine for
the future that hospitals would be already connected
via Swarm Learning technology and as soon as
a hospital would experience a new infectious disease,
parameters measured in the clinic could be locally
assessed for a specific signature for the new disease
and as soon as the next hospitals would experience
similar cases, the swarm of jointly learning hospitals
would grow continuously improving the identification
of patients with the new infectious disease. By coop-
erating with several large hospitals in Germany, we
simulated exactly such a scenario and could success-
fully demonstrate that Swarm Learning always outper-
formed individual members (local learning) and that
the results became better and better with every new
Swarm member entering the learning process [14].

With these use cases, we contributed the basic prin-
ciples of how Swarm Learning can now be adapted to
any medical data space and organisational setting. For
example, a network of hospitals, for example all
German university hospitals could be connected via
Swarm Learning to develop novel biomarker or bio-
marker signature-based diagnostics. Indeed, in context
of the Network University Medicine (NUM) in
Germany as a response to the COVID-19 pandemic,
we are currently evaluating, whether immune data
from COVID-19 patients can be analysed in a much
more efficient way, if forces between different hospitals
are joined (Schultze, unpublished results). Another
scenario could be the collaboration between large can-
cer centres across Europe. Yet another example would
be data analysis within large European research con-
sortia. Instead of moving all data to central data repo-
sitories with all its legal obligations, the data producer
could keep their data locally and Swarm Learning
could be used to develop Al-based algorithms based
on novel biomarker signatures from high-resolution
data.

The Way Forward

Certainly, it now will be important to showcase further
examples of how Swarm Learning could be utilised in
medicine to develop better diagnostics — Al-based
diagnostics. Very recently, a group at the RWTH
Aachen University has utilised the openly available
Swarm Learning software and asked whether Swarm
Learning could improve cancer histopathology [15]. It
was demonstrated using multi-centric data of gigapixel
histopathology images derived from over 5000 patients
that AI models trained using Swarm Learning
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predicted BRAF mutational status and microsatellite
instability (MSI) directly from haematoxylin and
eosin (H&E)-stained pathology slides of colorectal can-
cer (CRC). This is an independent illustration how
powerful and how fast Swarm Learning can be applied
to important diagnostic areas in medicine without the
need of data sharing. The authors agree with us that
Swarm Learning can be used to train distributed Al
models for any histopathology image analysis tasks.
Additional examples need to illustrate the value of
Swarm Learning. Based on these positive early experi-
ence, it will be necessary to develop professional ser-
vices that make it seamless to establish Swarm Learning
nodes across a large number of institutions, and hos-
pitals allowing this technology to be applied to daily
medical work.

Even More Opportunities, from “Open Data” to
“Open Insights”

There is another important area that needs further
attention. Current developments in research mandate
“Open Science”, “Open Data”, “Open Access” concepts,
when it comes to medical data. The motivation and the
idea behind this concept are rather simple. The more
people can have access to the ever larger data pro-
duced, the better is the utilisation of existing data and
the more we will learn from such data. As a side effect,
cost-effectiveness of data production could be drama-
tically improved. While very appealing, this concept
comes with a significant drawback, because it is often
very difficult to sometimes even impossible to comply
with data privacy regulations and it does not meet
patient-physician privilege, the most important consti-
tuent of the physician—patient relationship. While shar-
ing insights has always been a major part of medicine
since the ancient times, sharing data from patients was
always highly restricted, often even prohibited. There
are very good reasons for this and only because today's
technical solutions cannot really comply with these
requirements is not a good argument to jeopardise
the physician-patient relationship. However, with tech-
nological solutions such as Swarm Learning, there is
a way out of the dilemma. “Open Science” can still be
achieved, if one exchanges “Open Data” with “Open
Insights”. And “Open Access” only needs to be newly
interpreted as “Open Access to insights” instead to
data. In fact, Swarm Learning is exactly supporting
this shift. Instead of sharing data, Swarm Learning
enables to share the insights from learning on the
privately and locally held data. At least for medicine,
I therefore strongly advocate to replace the current

concept “Open Science”, “Open Data”, “Open Access”

with the new concept of “Open Science” by “Open
Access to Insights”. Since data privacy is not only an
issue in medicine but also in other areas, this concept
might even be more widely applicable.

Summary and Outlook

In conclusion, Swarm Learning is a new concept that
could democratise the use of Al by allowing everybody
with a certain type of data to contribute to joined
efforts to build Al-solutions with the highest quality
particularly due to a largely increased data space within
swarms of equal partners. The concept is not restricted
to medicine, but it can be envisioned that many areas
with highly private and valuable data will benefit. For
example, Swarm Learning could foster Smart City con-
cepts, security in Smart Energy Grids, joined learning
in Al-based industry machines or in autonomous driv-
ing, to name only a few. For medicine, Swarm Learning
could lead to democratisation and much broader par-
ticipation of many physicians and medical institutions,
when it comes to novel Al-based solutions to enable
precision medicine approaches. As live-long learning is
mandatory for physicians themselves, Swarm Learning
could also enable such continuous learning for Al-
solutions. Swarm Learning will make these processes
very transparent, which will further support better
medical diagnostics and therapies.
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